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1、 [bookmark: _Toc150048943]Introduction
The rapid development of blockchain technology has injected powerful momentum into the digital economy, fostering numerous innovative projects and accelerating the global transition toward a decentralized future. However, current blockchain systems still face core challenges: low throughput and high latency limit transaction efficiency, complex user interactions raise entry barriers, public chains’ reliance on DApp developers makes it difficult to respond quickly to user needs, and insufficient incentives for infrastructure optimization hinder progress. These issues restrict the widespread adoption of blockchain technology in high-frequency scenarios and limit the growth and prosperity of the Web3 ecosystem.
The FC Blockchain adopts the High-Throughput Temporal Stake (HTTS) consensus algorithm, combined with Proof of History (PoH), achieving a throughput of up to 50,000 TPS and low-latency transaction confirmation of 0.5–2 seconds, significantly improving performance to meet the demands of high-frequency scenarios such as finance and social applications. To lower entry barriers, FC Blockchain has designed user-friendly infrastructure:
· A wallet mechanism based on Multi-Party Computation (MPC) ensures secure recovery even if private keys are lost.
· An automatic gas exchange mechanism allows seamless conversion of various tokens into the native FCC (Future Citizen Coin) for gas payments, simplifying the transaction process.
· The Web3 ID protocol, through decentralized identity management combined with Digital ID and decentralized domain naming, ensures user privacy and data sovereignty while supporting convenient identity authentication and DID recovery, enabling diverse application scenarios.
FC Blockchain is committed to building a decentralized, high-performance blockchain ecosystem centered on digital identity. By integrating technological innovation with regulatory compliance, FC Blockchain addresses long-standing blockchain challenges, providing individuals and enterprises with trusted identity authentication, digital asset management, compliant financial tools, and cross-border business support, creating the infrastructure for next-generation digital citizens and enterprises.
Through innovative designs such as HTTS consensus, MPC wallets, automatic gas exchange, and Web3 ID, FC Blockchain builds a powerful and user-friendly blockchain ecosystem, facilitating a seamless transition for Web2 users to Web3 and driving the global decentralization of the digital economy. FC Blockchain aims to become the cornerstone of the Web3 era, fostering prosperity in finance, social interactions, and data services, and ushering in a new future for digital citizens and enterprises.

[bookmark: _TOC_250026][bookmark: _Toc726783423][bookmark: _TOC_250025]2、Core Features of FC Blockchain

2.1 [bookmark: _Toc162006225]Permissionless Access and Web3 ID
FC Blockchain adopts a permissionless design, allowing any user to freely join the network and participate in ecosystem development. User identities are based on the Web3 ID protocol, which supports binding with national Digital IDs, ensuring authenticity and privacy while meeting the anonymity needs of decentralized applications (DApps).
Web3 ID Features:
· Uses Zero-Knowledge Proof (ZKP) technology, enabling users to verify identity without revealing sensitive information.
· Supports binding with national Digital IDs to meet compliance requirements while maintaining user control over data.
· Provides cross-chain identity interoperability, ensuring consistent identity across different blockchain networks.
2.2 [bookmark: _TOC_250024][bookmark: _Toc1976842826]Wallet System
[bookmark: _TOC_250023]FC Blockchain supports two wallet types to cater to different user needs:
Traditional Private Key Wallet:
· Private keys are stored on user devices (e.g., mobile phones) and backed up using a seed phrase.
· Users have full control over their private keys, suitable for those familiar with blockchain technology.
· Security depends on the user’s proper management of the seed phrase.
Zero-Knowledge Proof MPC Wallet:
· Overview: The Multi-Party Computation (MPC) wallet uses distributed key generation and management for enhanced security and convenience. Combined with ZKP, users can recover their wallet using a bound Digital ID without exposing private keys.
· MPC Wallet Mechanism:
· Key Generation: Unlike traditional wallets where private keys are generated by a single device, MPC wallets split the private key into multiple shares (using protocols like Shamir’s Secret Sharing or elliptic curve-based distributed signature algorithms) stored across user devices, cloud servers, or trusted nodes. No single node can reconstruct the full private key.
· Signing Process: When a user initiates a transaction, the MPC protocol coordinates key share holders to generate a valid signature through distributed computation without reconstructing the full private key, eliminating single-point leakage risks.
· ZKP and Digital ID Integration: The MPC wallet supports identity verification via ZKP. Users can generate identity proofs linked to their Digital ID (e.g., national ID), which are associated with MPC key shares for wallet recovery or authorization. ZKP ensures privacy during verification.
· Wallet Recovery: If a user’s device is lost, the system verifies their identity using Digital ID and ZKP, reconstructing wallet access from multiple key share holders (e.g., cloud or other nodes) without requiring a seed phrase.
· Advantages:
· Eliminates risks of seed phrase loss or leakage.
· Enables convenient cross-device recovery via Digital ID.
· Combines ZKP for privacy protection and compliance support.
· Security: The MPC protocol uses advanced cryptographic techniques (e.g., secure multi-party computation and ZKP), ensuring that even if some key shares are compromised, the full private key cannot be reconstructed.
2.3 [bookmark: _Toc1077873845]Support for Solidity Smart Contracts
FC Blockchain is compatible with the Ethereum Virtual Machine (EVM), supporting smart contract development in Solidity. Developers can issue stablecoins on FC Blockchain for payments, DeFi applications, or other financial scenarios.
2.4 [bookmark: _TOC_250022][bookmark: _Toc1801150470]FC-DEX and Automatic Gas Exchange
The FC-DEX, initiated by the FC Foundation, is a decentralized exchange providing efficient and transparent asset trading. For stablecoins with trading pairs on FC-DEX, FC Blockchain supports an innovative automatic gas exchange mechanism:
· When users perform on-chain transfers without sufficient FCC tokens, the system automatically converts their stablecoins into FCC via FC-DEX to pay for gas fees.
· Implementation:
· FC-DEX includes liquidity pools supporting stablecoin-FCC trading pairs.
· During transfers, the wallet or on-chain protocol calls FC-DEX’s exchange interface to calculate and execute the required FCC amount.
· The exchange process is executed by smart contracts, ensuring transparency and trustlessness.
· Advantages:
· Reduces the need for users to hold FCC, enhancing stablecoin usability.
· Increases FC-DEX trading volume and liquidity, promoting ecosystem growth.
2.5 [bookmark: _Toc1006461178]High-Frequency Stablecoin Payments
FC Blockchain is optimized for high-frequency payment scenarios, supporting high-throughput stablecoin transactions:
· Technical Implementation:
· Uses a timeline algorithm to enhance transaction throughput.
· Optimizes consensus mechanisms to reduce confirmation times.
· Provides low-fee payment channels for small, high-frequency transactions.
· Application Scenarios:
· Retail Payments: Users can use stablecoins via FC wallets for instant payments at merchants supporting FC Blockchain.
· Cross-Border Transfers: Stablecoin payments reduce exchange rate volatility risks, suitable for international trade and remittances.
2.6 [bookmark: _Toc2011814874]Web3 ID Protocol
The FC Foundation will establish an open, W3C-compliant Web3 ID protocol, providing a unified decentralized identity solution:
· Protocol Features:
· Supports cross-chain identity interoperability, allowing Web3 ID use across different blockchain networks.
· Integrates ZKP for privacy-preserving identity verification.
· Supports binding with national Digital IDs to meet global compliance requirements.
· Application Scenarios:
· DeFi Identity Verification: Web3 ID enables KYC/AML compliance checks.
· Data Sovereignty: Users control access to their identity data.
· Cross-Chain Identity Management: Web3 ID supports cross-chain asset management and DApp logins.
2.7 [bookmark: _Toc442565303]Official Cross-Chain Service
To facilitate seamless asset transfers across blockchains, the FC Foundation offers an official cross-chain service:
· Cross-Chain Bridge Mechanism:
· Supports asset transfers between mainstream blockchains (e.g., Ethereum, BNB Chain, Polygon) and FC Blockchain.
· Uses lock-and-mint or burn-and-release models to ensure asset security.
· Operated by the FC Foundation, with multi-signature and decentralized verification for transparency and security.
· Supported Assets:
· FCC, stablecoins, and other tokens issued on FC Blockchain.
· Future expansion to support major cryptocurrencies (e.g., ETH, USDT).
· Advantages:
· Simplifies cross-chain operations, improving user experience.
· Provides low-cost, high-efficiency asset transfer channels.
3、 [bookmark: _Toc1459177960]Technical Overview
· Consensus Mechanism: High-throughput consensus algorithm for superior performance.
· Smart Contracts: EVM-compatible, supporting Solidity to reduce developer migration costs.
· Privacy Protection: Integrates ZKP and MPC for user data and asset security.

3.1 [bookmark: _TOC_250019][bookmark: _Toc140724980]High-Throughput Consensus Algorithm: High-Throughput Temporal Stake (HTTS)

  3.1.1 Overview
High-Throughput Temporal Stake (HTTS) is a consensus algorithm designed for high-performance public blockchains, combining Proof of History (PoH), Proof of Stake (PoS), and sharding to achieve high throughput, low latency, decentralization, and partition tolerance. HTTS prioritizes availability (A) and partition tolerance (P) in the CAP theorem, using an asynchronous eventual consistency model to meet large-scale transaction needs (e.g., DeFi, NFT markets).
3.1.2 Design Goals
· Throughput: Supports 50,000+ TPS per shard, scalable to millions of TPS with sharding.
· Latency: Transaction confirmation in 0.5–2 seconds.
· Decentralization: Ensures broad participation via PoS and dynamic validator rotation.
· Security: Resists double-spending, Sybil attacks, and timestamp forgery.
· Partition Tolerance: Maintains system availability under network partitions, with gradual consistency recovery.

3.1.3 Algorithm Architecture
HTTS comprises the following core components:
1) PoH Time Sequence Generator: Generates verifiable one-way hash sequences for transaction timestamp ordering.
2) PoS Validator Election: Randomly selects validators based on stake for block production and verification.
3) Sharding and Parallel Processing: Divides the network into shards for independent transaction processing.
4) Asynchronous Eventual Consistency Mechanism: Uses Tower BFT for fork resolution and consistency recovery.
5) Error Correction and Penalty Mechanism: Ensures validator compliance through economic incentives and penalties.

1）PoH Time Sequence Generator
Function：
PoH generates continuous one-way hash sequences using SHA-256, providing verifiable timestamps for transactions and reducing node synchronization overhead.
Implementation：
· Each validator node runs a PoH generator, producing a hash sequence {Ht = SHA256(H{t-1}, t)}, where Ht is the hash at time t.
· Transactions Tx are embedded in the sequence as (TxID, Ht, t) and broadcast to the network.
· Validators verify transaction order by checking hash chain continuity (Ht == SHA256(H{t-1}, t)).
· Parameters:
· Hash generation frequency: One hash every 400 ms (referencing Solana).
· Sequence length: Approximately 25 hashes per round (10 seconds).
Performance：
PoH decouples time ordering from consensus, with single-node hash generation up to 10^6 hashes/second, achieving 50,000 TPS per shard.
2）PoS Validator Election
Function: Randomly selects validators via PoS to verify PoH sequences and package blocks.
Implementation:
· Validators are chosen based on stake, with selection probability Pi = Stake_i / Total_Stake.
· Every round (10 seconds), a weighted random algorithm (e.g., VRF) selects 100 validators from the candidate pool.
· Validators perform:
· Verification of PoH sequence hash continuity and timestamp validity.
· Signing and packaging transactions into blocks.
· Broadcasting blocks to other nodes in the shard.
· Dynamic Rotation: Validators are re-elected each round to prevent centralization.
Parameters:
· Minimum stake: 1,000 tokens (adjustable).
· Validator count: 100 (dynamically adjustable based on network scale).
· Rotation cycle: 10 seconds.
Performance: 
PoS reduces energy consumption compared to PoW, with VRF election taking <100 ms.
3）Sharding and Parallel Processing
Function：Divides transaction processing across multiple shards to enhance throughput.
Implementation:
· The network is divided into Ns = 100 shards (initially), each running independent PoH sequences and PoS validation.
· Transaction Allocation: Transactions are assigned to shards based on the hash of the input address (Hash(Tx.input) mod Ns).
· Cross-Shard Transactions:
· Coordinated by a main chain coordinator (composed of high-stake validators).
· Cross-shard transaction format: (TxID, Source_Shard, Dest_Shard, Payload).
· Each shard maintains an independent ledger, periodically syncing state snapshots with the main chain.
Parameters:
· Shard count: Ns = 100 (scalable).
· Cross-shard sync interval: Every 10 seconds.
· Main chain coordinator validators: 10 high-stake nodes.
Prformance:Sharding scales throughput linearly, with Total_TPS = Ns × Single_Shard_TPS, theoretically reaching 5,000,000 TPS (100 shards × 50,000 TPS).
4）Asynchronous Eventual Consistency Mechanism
Function:Prioritizes availability and partition tolerance during network partitions or high loads, recovering consistency via asynchronous consensus.
Implementation:
· Uses Tower BFT algorithm, where validators vote on blocks, locking them with 2/3 signatures.
· Fork Handling:
· Each shard runs PoH independently, potentially causing temporary forks.
· Forks are resolved using the maximum weight chain rule, with weight based on validator stake (Weight = Σ Stake_i).
· Consistency Recovery:
· After partition recovery, nodes sync the latest state via the main chain coordinator.
· Eventual consistency time window: Approximately 5–10 seconds (depending on network latency).
Parameters:
· Voting threshold: 2/3 validators (67/100).
· Fork tolerance: Up to 1/3 malicious validators.
· Sync interval: 10 seconds.
Performance:
Tower BFT provides sub-second confirmation, maintaining high availability during network partitions with consistency recovery in <10 seconds.
5）Error Correction and Penalty Mechanism
Function:
Ensures validator compliance through economic incentives and penalties.
Implementation:
· Stake and Penalties:
· Validators must stake a minimum of 1,000 tokens.
· Malicious behavior (e.g., submitting invalid PoH sequences or blocks) triggers slashing, deducting 10%–100% of the stake.
· Challenge Mechanism:
· Other nodes can challenge PoH sequences or blocks, triggering re-verification.
· Failed validators lose stake, while successful challengers are rewarded.
· Incentive Mechanism:
· Honest validators earn transaction fees (Fee = 0.01% × Tx_Value) and fixed block rewards (e.g., 1 token/block).
Parameters：
· Slashing ratio: 10%–100% (based on malicious behavior severity).
· Challenge window: 10 seconds.
· Reward distribution: 50% transaction fees, 50% block rewards.
Performance：
Economic mechanisms incentivize honest behavior, with challenges reducing forgery risks.
3.1.5 Overall Performance Analysis
Throughput:
· Single shard: PoH decouples time ordering, achieving 50,000 TPS (based on Solana benchmarks).
· Multi-shard: With 100 shards, theoretical throughput reaches 5,000,000 TPS.
· Bottleneck: Cross-shard transaction synchronization may limit actual throughput, requiring main chain coordinator optimization.  
Latency:
· PoH hash generation: 400 ms/hash.
· Block confirmation: Tower BFT voting takes <500 ms.
· Total confirmation time: 0.5–2 seconds (depending on network latency and shard sync).
Consistency:
· CAP Model: HTTS prioritizes AP (availability + partition tolerance), accepting short-term eventual consistency.
· Consistency recovery: <10 seconds after network partition.
· Suitable for high-frequency transactions (DeFi, NFT); strong consistency scenarios (e.g., financial settlements) require additional confirmation.
Security:
· Attack Resistance:
· Double-spending: Prevented by PoH timestamps and Tower BFT’s 2/3 voting threshold.
· Sybil attacks: Mitigated by PoS stake requirements.
· Timestamp forgery: Ensured by PoH hash chain’s one-way property and challenge mechanism.
· Fault Tolerance: Tolerates up to 1/3 malicious validators (Byzantine Fault Tolerance).

3.1.6与现有算法对比
	Algorithm
	Throughput（TPS）
	Confirmation
delay time
	Consistency Model
	Energy consumption
	Degree of decentralization

	HTTS
	50,000-5M
	0.5-2s
	Eventual consistency
	Low
	High（PoS + Rotation）

	Solana (PoH + Tower BFT)

	50,000

	0.4-1s

	Eventual consistency

	Low

	Medium (fixed validator)


	Ethereum 2.0 (PoS + 分片)

	10,000-100,000

	6-12s

	Strong consistency
	Low
	High

	Bitcoin (PoW)
	7
	10min
	Strong consistency
	High
	High



3.2 [bookmark: _TOC_250018][bookmark: _Toc785243513]Automatic Gas Token Exchange Mechanism
3.2.1 Overview
In the high-performance FC Blockchain based on the HTTS consensus algorithm, transactions require the native FCC token to pay for computation and storage costs (gas fees). To enhance user experience, FC Blockchain provides an automatic gas exchange mechanism for users with insufficient FCC balances. This mechanism uses on-chain decentralized exchanges (DEXs, e.g., Uniswap V3-compatible protocols) to dynamically convert users’ other tokens into FCC for gas payments, ensuring seamless transaction execution. This section details the mechanism’s technical architecture, trading pair selection, exchange process, and security/performance considerations.
3.2.2 Design Goals
· User-Friendliness: Eliminates the need for manual FCC conversion, automating gas payments.
· Flexibility: Supports FCC exchange from official DEXs with multiple token trading pairs.
· Efficiency: Low-latency exchange process (<1 second) without significantly increasing confirmation time.
· Security: Prevents malicious DEX or trading pair data manipulation, ensuring fair exchanges.
· Decentralization: Relies on on-chain DEX AMM price mechanisms, avoiding external dependencies.
3.2.3 Technical Architecture
The automatic gas exchange mechanism comprises:
· Gas Balance Checker: Detects if a user’s FCC balance is sufficient for gas fees.
· DEX Trading Pair Locator: Retrieves FCC trading pairs from pre-set DEX addresses, using AMM price curves.
· Exchange Executor: Initiates exchange transactions to convert user tokens to FCC.
· Gas Fee Estimator: Calculates required FCC and verifies exchange results.
· Security Verification Module: Ensures DEX and trading pair data trustworthiness, preventing attacks.

1）Gas Balance Checker
·  Function: Checks if a user’s FCC balance is sufficient for gas fees during transaction submission. 
·  Implementation: 
· Users submit a transaction Tx (including operation, signature, and gas limit GasLimit). 
· Nodes query the user’s account state (Account[User].FCC_Balance) and current gas price (GasPrice). 
· Calculate required FCC: RequiredFCC = GasLimit × GasPrice. 
· If FCC_Balance < RequiredFCC, trigger the conversion process.
·  Parameters: 
· Gas price: Dynamically adjusted, initial value 0.001 FCC/Gas unit. 
· Check frequency: Per transaction submission (<10ms).
·  Performance: Balance check takes <10ms.

2）DEX Trading Pair Locator
Function：
Retrieves FCC trading pairs from foundation-specified DEX addresses, obtaining real-time prices via AMM price curves. 
Implementation：
· DEX Address Setup：
· The Foundation presets a list of DEX addresses through the on-chain governance contract (FoundationConfig) and stores it in the on-chain state:
	1
2
3
4
5
	struct DEXConfig {
    address dexAddress; // DEX Contract
    bool active;       // DEX State
}
address[] public foundationDEXes;


· DEX addresses are updated by foundation governance voting to ensure credibility and compatibility (supporting Uniswap V3 or similar AMM protocols).

· Trading Pair Selection:
· Queries user account balances to obtain a token list (TokenList = {T_1, T_2, ..., T_n}). 
· Calls standard AMM interfaces (e.g., Uniswap V3’s getPool) to retrieve FCC trading pairs:
	1
	function getPool(address tokenA, address tokenB) external view returns (address pool, uint256 reserveA, uint256 reserveB);



· Calculate the price of trading pair:
· For AMMs (like Uniswap V3), the price is calculated by the reserve amount:
Price_FCC(T_i) = reserve_T_i / reserve_FCC
· Considering transaction slippage, use the AMM price curve formula：
	1
2
	Amount_FCC = Amount_T_i × reserve_FCC / (reserve_T_i + Amount_T_i)
Slippage = 1 - (Amount_FCC / Expected_Amount_FCC)



· Select the best trading pair (based on a weighted formula):
	1
	Score(T_i) = w_1 × reserve_FCC + w_2 × (1 / Slippage(T_i)) + w_3 × Price_FCC(T_i)


· reserve_FCC: FCC reserve amount in the transaction pair.
· Slippage(T_i)：Estimated slippage (based on trading volume).
· Price_FCC(T_i)：The number of FCCs that can be redeemed per unit T_i.
· Weights: w_1 = 0.5, w_2 = 0.3, w_3 = 0.2 (adjustable).
· If there is no direct FCC/T_i trading pair, use a multi-hop path (e.g. T_i → USDT → FCC) and calculate the optimal path using the Dijkstra algorithm (maximum hop count 3).
Parameters：
· Number of DEXs: Initially 3-5 foundation-designated DEXs.
· Maximum path hops: 3 hops (to avoid high latency).
· Reserve update frequency: every block (approximately 400 milliseconds, synchronized with the PoH cycle of HTTS).
Performance: Pair location takes <30ms (based on on-chain queries).

3）Conversion Executor
Function：
Initiates conversion transactions to swap user tokens for FCC based on selected pairs. 
Implementation：
· Conversion Estimation:
· Calculates required FCC: RequiredFCC = GasLimit × GasPrice × (1 + Buffer), where Buffer = 10% (to account for price fluctuations). 
· Determines required token T_i amount:
	1
	Amount_T_i = RequiredFCC / Price_FCC(T_i) × (1 + Slippage)


· Transaction Construction:
· Constructs a DEX swap transaction SwapTx:
	1
	function swap(address user, address tokenIn, address tokenOut, uint256 amountIn, uint256 amountOutMin) external;


· tokenIn：User-held token (e.g., ETH).
· tokenOut：FCC。
· amountIn：Amount_T_i。
· amountOutMin：Minimum FCC output (accounting for slippage).
· Users authorize the swap via EIP-712 signatures.
· Execution Process:
· The on-chain GasConverter contract calls the foundation DEX’s swap function.  
· Converted FCC is deposited into the user’s account (Account[User].FCC_Balance += Amount_FCC).  
· If conversion fails (e.g., insufficient liquidity), the transaction is rolled back, and the user is notified.
Parameters:
· Slippage tolerance: 5% (user-customizable).  
· Conversion timeout: 1 second (to prevent DEX contract delays).
Performance:
Conversion execution takes <400ms (depending on DEX contract speed).

4) Gas Fee Estimator
Function: Verifies if converted FCC suffices for gas fees and completes the transaction. Implementation: 
· After conversion, rechecks Account[User].FCC_Balance ≥ RequiredFCC. 
· If sufficient, deducts gas fees and executes the transaction Tx. 
· If insufficient, retries with other DEXs or pairs, or aborts with an error code (INSUFFICIENT_FCC).
Parameters: 
· Max retry attempts: 3 (different pairs or DEXs). 
· Check time: <10ms.
Performance: Fee validation takes <10ms.
5) Security Validation Module
Function: 
Ensures DEX data integrity and prevents price manipulation or malicious behavior. 
Implementation: 
· DEX Trustworthiness: 
· Only allows DEXs set by the FoundationConfig contract. 
· Verifies DEX contracts comply with standard AMM interfaces (e.g., Uniswap V3).
· Price Manipulation Protection: 
· Checks trading pair reserves (reserve_FCC, reserve_T_i); rejects pairs with <1,000 FCC reserves. 
· Limits single-transaction conversion to ≤1% of pair liquidity.
· Signature Authorization: 
· Users authorize the GasConverter contract via EIP-712 signatures with a 15-second expiration to prevent replay attacks.
· Rollback Mechanism: 
· If conversion fails or anomalies are detected (e.g., slippage >5%), the transaction is rolled back, preserving user tokens.
Parameters: 
· Minimum reserve: 1,000 FCC. 
· Conversion limit: 1% of pair liquidity. 
· Signature expiration: 15 seconds.
Performance: Security validation takes <30ms.
3.2.4 Workflow
1) Transaction Submission: User submits Tx (with GasLimit and signature).  
2) Balance Check: Node checks Account[User].FCC_Balance. If insufficient, initiates conversion.  
3) Pair Location: Queries foundation DEX addresses for FCC pairs, selecting the optimal pair/path using AMM curves.  
4) Conversion Execution: Constructs and executes SwapTx to convert tokens to FCC, updating the user’s balance.  
5) Transaction Completion: Verifies FCC balance, deducts gas fees, and executes Tx. If it fails, rolls back and returns an error.

Workflow Diagram：
[image: Screenshot 2025-10-25 at 10.13.33]

3.3 [bookmark: _Toc1300712176]Zero-Knowledge Proof MPC Wallet
3.3.1 Overview
In the FC Chain ecosystem based on HTTS, private key loss is a major user security concern. To address this, we designed an MPC-based private key storage scheme using a 3-of-3 Shamir Secret Sharing mechanism, where any two parties (2-of-3) can collaborate to reconstruct the private key, securely transmitting it to the user’s phone. Unlike online signing schemes, this focuses on offline key generation and recovery, simplifying operations while maintaining high security and decentralization. This section details the MPC principles, mathematical derivation, implementation, and security/performance analysis.
3.3.2 Design Goals
· Security: Stores key shares across three parties; single-party compromise does not affect security, with any two reconstructing the key.  
· User-Friendliness: Eliminates the need for users to manage full private keys, enabling recovery via two-party collaboration.  
· Offline Capability: Requires only key reconstruction and transmission, not online signing.  
· Efficiency: Key generation and recovery in <1 second, suitable for mobile applications.  
· Decentralization: Avoids reliance on a single custodian, enhancing user trust.
3.3.3 MPC Principles and Derivation
MPC Principle
Multi-Party Computation (MPC) allows multiple parties to compute a function without revealing their inputs. For private key storage, MPC splits the private key into shares stored across parties (e.g., user phone, server, backup node), with reconstruction requiring collaboration. FC Chain uses Shamir’s Secret Sharing to ensure any two of three shares can reconstruct the key, with single shares revealing no information. 
Shamir Secret Sharing:
Splits a secret (private key) into n shares, with any t shares reconstructing it (t ≤ n). Here, n=3, t=2.  
Mathematical Principle: 
· Assume the private key is S (a 256-bit ECDSA key). 
· Choose a finite field Fp, where p is a prime larger than S (e.g., secp256k1’s prime).  
· Construct a degree t-1=1 polynomial: 
f(x)=S+a1x mod  p
where a1 is a random coefficient.  
· Generate shares for three parties:
· Select distinct non-zero points x1，x2，x3∈Fp（e.g.,x1=1,x2=2,x3=3）
· compute shares:（x1,y1=f(x1)）（x2,y2=f(x2)）（x3,y3=f(x3)）
· Key Reconstruction: 
· Using any two shares, e.g.,(x1,y1),(x2,y2)(x_1, y_1), (x_2, y_2)(x1, y1), (x2, y2)。
· reconstruct the polynomial via Lagrange interpolation:  

where：

· Compute S = f(0)：

· Security：
· A single share (xi,yi)(x_i, y_i)(xi, yi)reveals no information about S, as a degree-1 polynomial requires at least two points. 
· Partial share leakage does not compromise remaining shares.

3.3.4  MPC Wallet Scheme
Architecture
Three parties (user phone, chain server, backup node) store key shares, with any two reconstructing the key for transmission to the user’s phone.  Components：
1) User Phone: Stores share (x1, y1), initiates key generation/recovery.  
2) Chain Server: Stores share (x2, y2), provides high-availability services.  
3) Backup Node: Stores share (x3, y3), operated by the foundation or user-specified trusted nodes.  
4) Key Reconstruction Contract: Coordinates wallet recovery.  
5) Secure Transmission Module: Uses end-to-end encryption to transmit the reconstructed key.
Workflow:
1)Key Generation and Sharing:
· Initialization：
· The user phone generates a 256-bit ECDSA private key S (secp256k1 curve).
· Selects finite field Fp，p=2256−232−977p = 2^{256} - 2^{32} - 977p = 2^256 - 2^32 - 977（secp256k1 field）。
· Constructs a degree-1 polf(x)=S+a1xmod  pf(x) = S + a_1 x \mod pf(x) = S + a1 x  mod p，Randomly select a1a_1a1。
· Share Generation:
· Computes shares (1,y1),(2,y2),(3,y3)
· Share Distribution：
· (1,y1)stored on the user phone (AES-256 encrypted).  
· (2,y2)stored on the chain server (via HTTPS, encrypted).  
· (3,y3)stored on the backup node (specified by foundation governance).
· Secure Storage：
· Shares are encrypted using user passwords or biometrics (e.g., PBKDF2-derived keys).
· Shard storage format:
	1
2
3
4
5
	{
  "x": 1,
  "y": "encrypted_y1",
  "publicKey": "user_public_key"
}



2）Key Reconstruction
· Trigger
Device loss or reset prompts recovery via a new phone with identity verification (e.g., KYC or signature).  
· Share Collection
The new phone requests shares  (x2,y2),(x3,y3)(x_2, y_2), (x_3, y_3)(x2, y2), (x3, y3)  from the server and backup node, transmitted via ECDH-encrypted channels after identity verification.  
· Key Computation:
· Uses Shamir’s Secret Sharing to reconstruct S using Lagrange interpolation：

· VerificationGenerates the public key from S and checks against on-chain records.  
· Storage:
The reconstructed key S is AES-256 encrypted and stored on the new phone (key derived from user password).
3.3.5 Physical ID Card MPC Integration
Physical ID cards extend MPC wallet functionality with embedded cryptographic chips, supporting offline identity verification and payments.  
Features:  
· Chips store key shares (Shamir’s Secret Sharing), interacting with external devices (e.g., POS, card readers) via NFC for offline signing or verification.  
· Shares align with chain server and backup node shares, enabling 2-of-3 reconstruction for offline transactions.  
· Cards store small amounts of funds (FCC or stablecoins) for retail, transportation, or hotel payments.  
· ZKP ensures privacy during identity verification, suitable for border crossings or disaster scenarios.
Performance:  
· Offline signing: <100ms (NFC interaction).  
· Share security: Single-share compromise cannot reconstruct the key.
Scenarios: Retail payments, public transportation, disaster scenarios, cross-border identity verification.

3.3.6 Comparison with Traditional Wallets
	Features
	Traditional Wallet
	MPC Wallet (HTTS)

	Private Key Storage
	User-Loca
	2-of-3 Sharding

	Loss Recovery
	Mnemonics or Backups
	Collaboration Between Any Two Parties

	Security
	Single Point of Leakage Risk
	No Shard Leakage Risk

	Complexity
	Simple
	Medium (ID Required)


3.4 [bookmark: _Toc1833499219]Digital Identity and Web3 ID
3.4.1 Overview
FCID is a decentralized identity (DID) solution for FC Chain (HTTS-based), adhering to W3C DID Core (v1.0) and Verifiable Credentials (VC) Data Model (v2.0), inspired by uPort’s user-centric design. It generates and manages did:fc identifiers using a Public Key Infrastructure (PKI)-based Digital ID system, supporting DID recovery via Digital ID. Web3 ID enhances readability with decentralized domain naming (e.g., did:fc:john.fc) and integrates with MPC wallets (3-of-3 Shamir shares, 2-of-3 reconstruction) for secure key storage and recovery. Leveraging HTTS’s 50,000 TPS and 0.5–2s latency, FCID supports Web3 applications like DeFi, NFTs, and social platforms.
3.4.2 Design Goals
· Standard Compliance: Adheres to W3C DID and VC standards for cross-chain interoperability.  
· User-Friendliness: Simplifies identity creation and recovery with Digital ID and decentralized domains.  
· Security: Uses MPC for key storage and PKI Digital ID for trustworthiness.  
· Efficiency: Identity operations (creation, verification, recovery) in <1 second, leveraging HTTS performance.  
· Privacy: Supports selective disclosure and ZKP for data protection.  
· Decentralization: Balances user control with PKI and foundation governance for trust.

3.4.3 Technical Architecture
FCID combines W3C DID standards, uPort-inspired design, PKI-based Digital ID, and decentralized domain naming, with the following components:  
1) FCDID Controller: Manages did:fc identifiers via mobile wallets and Digital ID, supporting decentralized domains and recovery.  
2) FCDID Document Storage: Stores DID documents on FC Chain or IPFS.  
3) MPC Private Key Management: Uses 3-of-3 Shamir shares with 2-of-3 reconstruction, integrated with did:fc.  
4) Verifiable Credentials (VC) Module: Supports VC issuance, verification, and selective disclosure.  
5) Foundation Governance Contract: Manages backup nodes and Digital ID integration.  
6) DIDComm Communication Module: Enables encrypted communication via DIF DIDComm v2.0.
1）FCDID Controller
Function:
Generates and manages did:fc identifiers via mobile wallets and PKI-based Digital ID, supporting decentralized domains and recovery.  
Implementation：
· FCDID Format
Follows W3C DID v1.0: did:fc:<identifier>.  
· fc：FC Chain’s DID method (FCC-based).  
· <identifier>: Public key hash/address (e.g., did:fc:0x123...) or decentralized domain (e.g., did:fc:john.fc) via FC’s domain service.
· FCDID Generation
· Users generate an ECDSA private key (secp256k1) via mobile wallets, deriving the public key.  
· Digital ID Integration:
· Digital ID, issued by the foundation’s PKI, includes the public key and identity data (e.g., KYC).
· Using X.509 certificate format:  
{
  "subject": "CN=John Doe, O=FCFoundation",
  "publicKey": "0x...",
  "serialNumber": "123456",
  "issuer": "CN=FC CA",
  "signature": "0x..."
}
· The public key links to the DID, stored in the on-chain IdentityRegistry.

· Creates a DID document with public key, authentication methods, and domain: 
{
  "@context": ["https://www.w3.org/ns/did/v1"],
  "id": "did:fc:john.fc",
  "authentication": [
    {
      "id": "did:fc:john.fc#keys-1",
      "type": "EcdsaSecp256k1VerificationKey2019",
      "controller": "did:fc:john.fc",
      "publicKeyHex": "0x..."
    }
  ],
  "service": [
    {
      "id": "did:fc:john.fc#service-1",
      "type": "DIDCommMessaging",
      "serviceEndpoint": "https://wallet.fc.io/endpoint"
    }
  ]
}

· Decentralized Domain Resolution: 
· Uses ENS-like protocols (e.g., Unstoppable Domains) to map domains (e.g., john.fc) to FC Chain addresses.  
· Resolution contract:
contract NameResolver {
    mapping(string => string) public nameToDID;
    function registerName(string memory name, string memory did) external;
    function resolveName(string memory name) external view returns (string memory);
}

· FCDID Recovery
· If a DID is lost, users submit a Digital ID (PKI certificate) to the foundation.  
· The foundation verifies the certificate signature, rebinding the DID to a new public key and updating the DID document.
· Comparison with uPort:  
· uPort uses did:ethr and mobile wallets; FCID leverages PKI and decentralized domains for enhanced trust and usability.  
· FCID benefits from HTTS’s 50,000 TPS, outperforming Ethereum.
2）DIDDocument Storage
Function: Stores and resolves did:fc documents, supporting on-chain and off-chain storage.  
Implementation：
· On-Chain Storage: 
· Deploys a DIDRegistry contract to store DID documents:
contract DIDRegistry {
    mapping(string => bytes) public didDocuments;
    function registerDID(string memory did, bytes memory document) external;
    function resolveDID(string memory did) external view returns (bytes memory);
}

· Updates require user signatures or Digital ID certificate verification to prevent tampering.
· Off-Chain Storage:
· Stores DID documents on IPFS, with hashes recorded in DIDRegistry.  
· Resolves via IPFS gateways or on-chain hash queries.
· Resolver: Implements DIF Universal Resolver for did:fc, supporting domain resolution (e.g., john.fc).
3）MPC Private Key Management
Function: Stores private keys via 3-of-3 Shamir shares, with 2-of-3 reconstruction, integrated with did:fc.  
Implementation：
· Share Generation: 
· User phone generates a private key S, constructs a degree-1 polynomial:
f(x) = S + a1x mod p
· ( p ): secp256k1 prime.
· a1: random coefficient.
· Generates shares (x1,y1),(x2,y2),(x3,y3)(x_1, y_1), (x_2, y_2), (x_3, y_3)(x1, y1), (x2, y2), (x3, y3)，Stored on：
· User phone (AES-256 encrypted).  
· Chain server (foundation-operated).  
· Backup node (foundation-specified).
· Key Reconstruction：
· After the phone is lost, the user initiates a request through the new phone to verify the did:fc identity (through VC or Digital ID certificate).
· The on-chain server and backup node provide shards (x2, y2), (x3, y3)
· Restoration using Lagrange interpolation：

· The restored private key is transferred to the new phone via ECDH encryption.
· DID Integration：
· The public key is recorded in the DID document’s authentication field.  
· Share requests are encrypted via DIDComm.
4）Verifiable Credentials (VC) Module
Function: Supports VC issuance, verification, and selective disclosure per W3C VC v2.0.  
Implementation：
· VC Issuance：
· The foundation, as the issuer, uses Digital ID (PKI certificate) to generate VCs: 
{
  "@context": ["https://www.w3.org/2018/credentials/v1"],
  "id": "http://htts.io/credentials/123",
  "type": ["VerifiableCredential", "IdentityCredential"],
  "issuer": "did:fc:0xfoundation...",
  "issuanceDate": "2025-09-01T00:00:00Z",
  "credentialSubject": {
    "id": "did:fc:john.fc",
    "name": "John Doe",
    "kycStatus": "Verified"
  },
  "proof": {
    "type": "EcdsaSecp256k1Signature2019",
    "created": "2025-09-01T00:00:00Z",
    "proofValue": "0x..."
  }
}

· VCs are stored in user wallets or IPFS, with hashes on FC Chain.
· VC Verification：
· Verifiers resolve the issuer’s did:fc via DIDRegistry to validate signatures.  
· Supports selective disclosure using ZKP (e.g., BBS+ signatures) to hide fields.
· Comparison with uPort:  
uPort uses VCs for authentication; FCID similarly supports mobile VC management but leverages FC Chain’s high throughput for faster issuance/verification.

5）Foundation Governance Contract
Function: Manages foundation DEX addresses, backup nodes, and Digital ID (PKI) integration.
Implementation：
· Governance Contract（FoundationGovernance）：
· Manages DEXs, backup nodes, and PKI certificate authorities (CAs):  
contract FoundationGovernance {
    address[] public trustedDEXes;
    address[] public backupNodes;
    address public certificateAuthority;
    function updateDEX(address dex) external onlyGovernance;
    function updateBackupNode(address node) external onlyGovernance;
    function updateCA(address ca) external onlyGovernance;
}

· Digital ID Management：
· The foundation operates a PKI facility issuing X.509-compliant Digital ID certificates for did:fc generation and KYC verification.  
· DID Recovery: Users submit Digital ID certificates; the contract verifies signatures and CA trust chains, updating DIDRegistry.
· Comparison with uPort: 
uPort uses trusted proxies; FCID leverages PKI and governance for enhanced trust.

6）DIDComm Communication Module
Function: Enables encrypted communication between users, servers, and backup nodes via DIF DIDComm v2.0.  
Implementation：
· Message Format: JSON-based, encrypted with X25519:  
{
  "type": "https://didcomm.org/identity/2.0/request",
  "id": "1234567890",
  "to": ["did:fc:0xserver..."],
  "from": "did:fc:john.fc",
  "body": {
    "action": "requestShard",
    "shardId": 2
  }
}

· Communication Process:
· Users request shares via DIDComm; servers/backup nodes respond with encrypted shares.  
· Messages are transmitted via FC Chain endpoints or HTTPS.
3.4.4 Workflow

1.DID Creation：
· Users generate a private key S via Digital ID, deriving did:fc:john.fc.  
· Store the key via MPC (3-of-3, 2-of-3 reconstruction).  
· Store the DID document on FC Chain or IPFS.
2.Identity Verification: 
· Users submit KYC data; the foundation issues VCs linked to did:fc.  
· VCs are stored in wallets, supporting selective disclosure.
3.DID Recovery：
· On DID loss, users submit Digital ID certificates for recovery.  
· The foundation verifies and updates DIDRegistry.
4.Key Recovery：
· Users request shares via DIDComm, verifying did:fc identity.  
· Servers and backup nodes provide shares to reconstruct and transmit the key.
5.Transaction Signing:
· The reconstructed key signs HTTS transactions or VCs, using GasConverter for FCC payments.
Workflow Diagram：
[image: Screenshot 2025-10-27 at 12.29.57]

3.4.5 Security
· Attack Resistance: 
· Key Leakage: MPC ensures single shares are useless; two-party collusion is required.  
· Tampering: PKI certificates and on-chain signatures prevent tampering.  
· Privacy: DIDComm encryption and ZKP protect data.
· PKI Trust: Foundation-operated CAs ensure certificate security, with CRL/OCSP checks preventing misuse.  
· Fault Tolerance: 2-of-3 shares tolerate single-party failures; PKI and governance ensure reliable DID recovery.
3.4.6 Public Services and Offline Applications
· Web3 ID supports NFT-based issuance of public service credentials (e.g., driver’s licenses, marriage certificates) by governments or authorized entities, stored on FC Chain or IPFS for global verification.  
· Physical ID Cards: Extend FCDID offline with embedded chips for retail payments, public transportation, hotel authentication, and border crossings via NFC.  
· DIDComm: Ensures secure communication with service providers.  
· Performance:  
· Credential verification: <50ms (on-chain query).  
· Offline interaction: <100ms (NFC).
· Scenarios: On-chain marriage registration, digital driver’s license verification.
3.5 [bookmark: _TOC_250016][bookmark: _Toc1378522930]EVM-Compatible Virtual Machine
3.5.1 Overview
FC Chain, based on HTTS, supports 50,000 TPS and 0.5–2s latency. To ensure compatibility with the Ethereum ecosystem, FC Chain integrates an EVM supporting Solidity, allowing developers to migrate Ethereum smart contracts and use tools like Remix and Truffle. The EVM integrates seamlessly with FC Chain’s features (automatic FCC conversion, Web3 ID, MPC wallets, PKI Digital ID, decentralized domains) for efficient, secure contract execution.
3.5.2 Design Goals
· Compatibility: Fully supports Ethereum Solidity contracts and EVM bytecode.  
· Performance: Leverages HTTS for high-throughput, low-latency EVM execution.  
· Interoperability: Supports Ethereum toolchains and integrates with did:fc, FCC conversion, etc.  
· Security: Combines MPC and PKI for secure contract execution.  
· User-Friendliness: Simplifies DApp interactions via decentralized domains and gas conversion.

3.5.3 Technical Architecture
The EVM integration of the FC chain is based on the high-performance architecture of HTTS, which includes the following core components:
1) EVM Execution Engine: Executes Solidity-compiled bytecode.  
2) State Management: Integrates EVM state into FC Chain’s Merkle Patricia Trie.  
3) Smart Contract Interfaces: Enables Solidity contracts to interact with FC Chain features.  
4) Governance and Optimization: Manages EVM configuration via foundation governance.

1）EVM Execution Engine
Function: Executes EVM bytecode per Ethereum standards.  
Implementation:
· EVM 版本：
· EVM Version: Supports the latest Ethereum version (Cancun-Deneb), including opcodes like PUSH, CALL, CREATE2.  
· Compatible with Solidity v0.8.x, supporting checked arithmetic.  
· Execution Process:  
· Developers write Solidity contracts, compile to EVM bytecode.
· Deploy as ContractDeployer:
contract ContractDeployer {
    function deploy(bytes memory bytecode, uint256 salt) external returns (address);
    function execute(address contract, bytes memory calldata) external returns (bytes memory);
}

· EVM engine runs on validator nodes, interpreting bytecode and updating state.
· Optimizations:
· Parallel Execution: Uses HTTS’s PoH for parallel transaction processing, minimizing state conflicts.  
· JIT Compilation: Optimizes bytecode execution.  
· Supports Ethereum precompiles (e.g., ECRECOVER, SHA256) and FC-specific precompiles (e.g., FCCSwap for gas conversion).

2）State Management
Function: Integrates EVM state (accounts, storage) into FC Chain’s global state tree.  
Implementation：
· State Storage：
· Stores EVM account state (balance, nonce, code, storage) in a Merkle Patricia Trie (MPT):  
struct Account {
    uint256 fccBalance; // FCC Balance
    uint256 nonce;
    bytes32 codeHash;
    bytes32 storageRoot;
}
mapping(address => Account) public state;

· Contract storage uses MPT with Keccak-256 hashed keys.
· State Updates: EVM transactions update the MPT, with HTTS ensuring consistency (AP model, eventual consistency).
· FCC Integration: Accounts support FCC and other tokens, with GasConverter enabling FCC payments.
3）Smart Contract Interfaces
Function: Enables Solidity contracts to interact with FC Chain features (FCC conversion, FCID, domain resolution).  
Implementation：
· Predefined Interfaces:  
· FCCSwap：Calls foundation DEX for FCC conversion.  
· DIDResolver：Resolves did:fc and decentralized domains:
contract DIDResolver {
    function resolveDID(string memory did) external view returns (bytes memory);
    function resolveName(string memory name) external view returns (string memory);
}

· VCVerifier：Verifies VCs.

· Solidity Example:
contract FCApp {
    address constant DID_RESOLVER = 0x...;
    address constant GAS_CONVERTER = 0x...;

    function executeWithDID(string memory did, bytes memory data) external {
        require(DIDResolver(DID_RESOLVER).verifyDID(did, data), "Invalid DID");
        GasConverter(GAS_CONVERTER).swapForFCC(msg.sender, token, amount);
        // Business logic
    }
}

· FCID Integration: Contracts use did:fc for user authentication, with MPC-managed keys and EIP-712 signatures.
4）Governance and Optimization
Function: Manages EVM configuration for performance and security via foundation governance.  
Implementation:
· Governance Contract: （FoundationGovernance）：
· Manage EVM configuration (such as opcode costs), DEX addresses, and backup nodes：
contract FoundationGovernance {
    mapping(address => bool) public evmConfig;
    function updateEVMConfig(address contract, bool enabled) external onlyGovernance;
}

· Optimizations:
· Dynamically adjusts gas costs (initial 0.001 FCC/Gas).  
· Supports batch transactions to reduce DEX calls and state update overhead.
4、 [bookmark: _Toc1781300674]Application Scenarios
FC Chain aims to build a decentralized, high-performance blockchain ecosystem centered on digital identity, providing trusted identity authentication, digital asset management, compliant financial tools, and cross-border business support for individuals and enterprises. Leveraging HTTS (50,000 TPS, 0.5–2s latency), Web3 ID, MPC wallets, automatic gas conversion, and cross-chain bridges, FC Chain supports diverse real-world applications, including digital identity, enterprise governance, financial services, real-world asset tokenization (RWA), public services, trust management, and physical ID card applications.
[bookmark: _Toc250905091]4.1 Digital Identity Authentication
The Web3 ID protocol, combined with ZKP and Digital ID binding, provides a secure, privacy-preserving global identity framework. FCDID is minted as an NFT, integrated with physical ID cards for unified online-offline identity management, supporting DApp logins, KYC/AML compliance, and offline scenarios. 
· Features: 
· FCDID (Legal Digital ID): Users generate FCDID via EID authentication, minted as NFTs and linked to national Digital IDs for cross-jurisdictional verification. 
· Privacy Protection: ZKP enables selective disclosure (e.g., age, nationality) without revealing sensitive data. 
· Online-Offline Integration: Physical ID cards with embedded chips link to FCDID for offline verification and payments in no-network environments.
· Applications: 
· DApp Login and KYC/AML: FCDID enables DApp logins (e.g., DeFi platforms), with foundation-issued VCs supporting privacy-preserving KYC/AML. 
· Border Crossings and Travel: Physical ID cards serve as trusted credentials, simplifying cross-border travel and immigration via scanning. 
· Retail and Service Authentication: ID cards enable quick identity verification for hotels, clubs, etc., via NFC.
[bookmark: _Toc1451465376]4.2 Digital Enterprise Setup and Governance
FC Chain supports rapid, compliant E-Company setup via EID authentication and smart contracts, covering sole proprietorships, LLCs, funds, and NGOs. NFTs record ownership and governance structures, with multi-signature mechanisms ensuring transparent decision-making for cross-border registration and on-chain governance.  
· Features: 
· E-Company Setup: Users register enterprises on-chain via EID, generating NFTs for equity and governance rules, compliant with global regulations.  
· Multi-Signature Governance: Smart contracts embed multi-signature (e.g., 3/5 or unanimous) for fund allocation and partnership decisions.  
· Decentralized Naming (FNS): Enterprises register memorable domains (e.g., ibm.fc) for simplified interactions.
· Applications:  
· Cross-Border Registration: Entrepreneurs register companies on FC Chain, with NFTs recording ownership, reducing costs.  
· Governance and Equity: Multi-signature wallets enable secure asset storage and transparent voting (e.g., budget approvals).  
· Compliance: Web3 ID and PKI integration ensure regulatory compliance.
[bookmark: _Toc1511828159]4.3 Blockchain Financial Services
FC Chain’s high throughput and gas conversion make it ideal for high-frequency financial scenarios, supporting stablecoin issuance and seamless gas payments via FC-DEX for retail, cross-border, and DeFi applications. 
· Features: 
· Stablecoin Payments: Compliant stablecoins enable instant, low-cost retail and cross-border payments. 
· Automatic Gas Conversion: Users convert stablecoins or other tokens to FCC via FC-DEX for gas fees. 
· DeFi and Asset Custody: MPC wallets provide secure custody for lending and yield farming.
· Applications: 
· Retail Payments: FC wallets or ID cards enable stablecoin payments at stores via NFC. 
· Cross-Border Remittances: Stablecoins reduce exchange rate risks for trade and personal transfers. 
· DeFi: FCDID-authenticated users participate in lending or liquidity mining, with MPC-secured assets.
[bookmark: _Toc269357009]4.4 Real Estate and Real-World Asset Tokenization (RWA)
FC Chain supports tokenizing real estate and commodities as NFTs, enhancing asset liquidity and transparency. Property NFTs, issued by developers and audited by governments, leverage cross-chain bridges for multi-chain circulation.  
· Features:  
· Real Estate Tokenization: Property ownership is minted as NFTs for direct and secondary market trading.  
· RWA Investment: Commodities (e.g., minerals, metals) are tokenized for fractional ownership.  
· Cross-Chain Support: Official bridges enable NFT and RWA circulation on Ethereum, Solana, etc.
· Applications:  
· Property Transactions: Developers sell tokenized properties; buyers trade NFTs on secondary markets, boosting liquidity.  
· Commodity Investment: Investors buy tokenized shares of minerals or metals, recorded immutably on-chain.  
· Cross-Border Asset Transfers: Property NFTs circulate globally via cross-chain bridges.
[bookmark: _Toc187722387]4.5 Digital Public Services
FC Chain issues public service credentials (e.g., driver’s licenses, marriage certificates) as NFTs, audited by governments, for global verification via Web3 ID. It also provides physical address and VoIP services for accessibility. 
· Features: 
· Digital Credentials: Driver’s licenses, marriage certificates, etc., are minted as tamper-proof NFTs. 
· Physical Address Service: Official mailboxes support mail forwarding/scanning for cross-border users. 
· VoIP Communication: Blockchain-verified virtual numbers ensure secure communication.
· Applications: 
· Digital Driver’s License: NFT licenses support online (e.g., car rentals) and offline (traffic checks) verification. 
· Marriage Certificates: On-chain registration enables global access for legal purposes. 
· Communication and Address: VoIP numbers and mailboxes support secure, cross-border communication.
[bookmark: _Toc396680866]4.6 Trust and Inheritance Management
FC Chain automates trust and inheritance execution via smart contracts and EID status, ensuring transparency and compliance. 
· Features: 
· Smart Trusts: Automatically triggered by EID status changes (e.g., death, incapacity). 
· Inheritance Planning: Smart contracts encode wills, executed upon verified events (e.g., death certificates).
· Applications: 
· Cash Trusts: Funds are auto-distributed based on conditions (e.g., beneficiary age). 
· Inheritance Automation: Smart contracts execute inheritance plans, reducing disputes.
[bookmark: _Toc1226074574]4.7 Physical ID Card Applications
Physical ID cards extend FC Chain’s ecosystem offline, integrating identity and payment functions via embedded chips for no-network scenarios.  
· Features:  
· Identity and Payment: Cards store funds for small payments and verification via NFC.  
· No-Network Capability: Supports offline verification and payments in disasters or remote areas.  
· FCDID Linkage: Ensures online-offline identity consistency.
· Applications:  
· Retail and Transportation: Cards enable payments at stores or public transit.  
· Hotels and Memberships: Used for authentication and payments at hotels or clubs.  
· Disaster Scenarios: Supports identity and emergency payments offline.  
· Border Crossings: Assists with travel and immigration verification.
[bookmark: _Toc1529772253]4.8 Cross-Chain Ecosystem
FC Chain’s cross-chain bridge supports asset interoperability with major chains (e.g., Ethereum, Solana), using lock-and-mint or burn-and-release models for flexibility and liquidity. 
· Features: 
· Asset Transfers: FCC, stablecoins, and property NFTs transfer across chains. 
· DeFi and RWA Interoperability: Assets integrate with other chains’ DeFi or NFT markets.
· Applications: 
· Cross-Chain DeFi: Users transfer stablecoins to Ethereum for lending or liquidity mining. 
· Asset Liquidity: Property NFTs and RWAs circulate globally via bridges.
5、 [bookmark: _Toc1208034287]FC Community Governance
The FC community adheres to DAO principles, fostering an open, innovative, and progressive community. Major decisions are voted on per the autonomous committee’s charter. To support DAO activities, the following departments are established:  
· Legal Team: Ensures compliance with global intellectual property and digital asset regulations.  
· Commercialization and Operations: Manages advertising, branding, and operations.  
· Finance Center: Oversees fundraising, developer compensation, and operational expense audits.  
· Development Team: Handles chain upgrades, maintenance, and system robustness.  
· DApp Ecosystem Contributors: Developers, maintainers, and auditors of the DApp ecosystem.
Information Disclosure: 
To protect investors and promote ecosystem health, FC implements:  
· Regular Disclosure: Annual reports within three months of each fiscal year, covering technical milestones, DApp progress, asset management, and team performance.  
· Ad-Hoc Disclosure: Timely reports on major partnerships, team changes, or litigation. The foundation commits to managing crowdfunded assets with integrity, diligence, and transparency, setting an industry standard for blockchain asset management.

6、 [bookmark: _Toc1121862871]Token Economy
FCC (Future Citizen Coin) is FC Chain’s native token, used for transaction fees, node incentives, and ecosystem governance.  
To incentivize community builders and participants, FC Chain issues 5 billion FCC tokens upon mainnet launch. Initial allocations include:  
· Foundation Reserve: For ecosystem development and operations.  
· Community Incentives: Rewards for developers, users, and nodes.  
· Initial Distribution: Via fair IDO or airdrops.
Allocation Plan: 
· Total Supply: 5 billion FCC.  
· Early Presale (10%, 500M FCC): Funds technical development, hardware, bandwidth, operations, and marketing.  
· Management Fund (8%, 400M FCC): Incentivizes long-term team members and key partners.  
· Ecosystem Incentive Fund (74%, 3.7B FCC): Rewards miners via a pool, with 800M FCC released in the first year, halving every three years.  
· R&D and Early Contributors (8%): Rewards the development team and early supporters.
· Early Presale
It will be used for FC project technology research and development, hardware and bandwidth cost investment, project operation, and project marketing, etc. The early pre-sale is 10% of the total FCC supply, or 500 million tokens.
· Management Committee Fund
FC is a long-term endeavor. To continuously promote FC's prosperity, we need to continuously attract outstanding talent to work alongside us. Furthermore, achieving key milestones in FC's development requires collaboration with more partners. This portion of the fund is used to continuously incentivize late-joining and high-contributing team members, as well as key business partners.

The Management Committee Fund holds 8% of the total FCC supply, totaling 400 million tokens.
· Ecological incentive fund part
74% of the initial FCC issuance, or 3.7 billion FCCs, will be reserved as an ecological incentive fund, primarily for the platform's reward pool to reward miners. The system will allocate a corresponding amount of FCCs to the reward pool daily, with a release rate of 800 million in the first year and halving every three years thereafter.

· R&D team and early contributors
The FC R&D team has dedicated tremendous effort and dedication to providing comprehensive product and technical support for the creation and development of the FC public chain. Early contributors have provided indispensable support for the construction of the FC public chain by providing strong resources and funding, and are therefore rewarded with a reasonable share of FCC.
· R&D team lock-in plan
[bookmark: _TOC_250013]In order to ensure the stability and diligence of the R&D team, the FC project team has decided to voluntarily lock up the tokens belonging to the R&D team. From the date of the successful public subscription, 8% of the total tokens allocated to the team will be unfrozen. After one year, the remaining tokens will be unlocked at a rate of 20% per year, for a total of 5 years.
[bookmark: _TOC_250008][bookmark: _Toc242852237]7、Project Roadmap
· 2025年 Q4：Complete early presale and team expansion. 
· 2026年 Q1：Finalize underlying architecture development. 
· 2026年 Q2：Complete ecosystem setup and internal testing. 
· 2026年 Q3：Public testing and open registration; partner onboarding. 
· 2026年 Q4：Achieve 1 million global users.  
· 2027年 Q1：Global promotion. 
· 2027年Q2：Expand DApp developers and products.
[bookmark: _Toc1398617959]8、Risk Disclosures and Disclaimer
[bookmark: _TOC_250004][bookmark: _Toc216036851]8.1 About the Whitepaper
[bookmark: _TOC_250003]This whitepaper is for informational purposes only and does not constitute an offer or solicitation to purchase. It is not a contract or commitment and should not be interpreted as an invitation to buy or sell virtual goods.
[bookmark: _Toc1683991327]8.2 Disclaimer
Unless explicitly stated, the FC team and FC Foundation make no representations or warranties regarding FCC or FCC tokens (e.g., merchantability or specific functionality). Participants in the FCC token support plan act based on their own knowledge and this whitepaper. The FC team and Foundation disclaim liability for:  
1) [bookmark: _TOC_250002]Violations of anti-money laundering, anti-terrorism financing, or regulatory requirements.  
2) Breaches of representations, warranties, or obligations in this whitepaper, leading to payment or withdrawal issues.  
3) Abandonment of the FCC token support plan.  
4) Failure or abandonment of FC development, resulting in non-delivery of FCC tokens.  
5) Delays in FC development or failure to meet disclosed timelines.  
6) Errors, flaws, or defects in FC’s source code.  
7) FC blockchain failures, crashes, rollbacks, or hard forks.  
8) FCC tokens’ failure to meet specific functions or suitability.  
9) Misuse of crowdfunded funds.  
10) Failure to disclose FC development information timely and fully.  
11) Loss or compromise of privatse keys for FCC token wallets.  
12) Third-party crowdfunding platform issues (e.g., breaches, fraud, termination).  
13) Conflicts between third-party agreements and this whitepaper.  
14) Speculative trading of FCC tokens.  
15) Listing or delisting of FCC tokens on exchanges.  
16) Classification of FCC tokens as currency, securities, or other regulated entities, leading to prohibitions or restrictions.  
17) Damages, losses, or liabilities arising from disclosed risks.

[bookmark: _Toc1155249076]8.3 Risk Disclosures
The FC Foundation believes that the development, maintenance, and operation of FC involve numerous risks, many of which are beyond the control of the FC team and the FC Foundation. In addition to the other information described in this white paper, FCC token purchasers should carefully read, understand, and consider the following risks before deciding whether to participate in this support program.
Each FCC token purchaser should pay special attention to the fact that FCC and FCC tokens exist only in the virtual space of the internet and have no physical presence. Therefore, they are not affiliated with or associated with any specific country.
Participating in this public sale should be a carefully considered decision, and purchasers will be deemed to have fully understood and accepted the following risks.
(1) Termination of the Public Sale Plan
The FCC TOKEN support plan may be terminated early, and buyers may only receive a partial refund of their payments due to price fluctuations of Ethereum and the expenses of the FC Foundation.
(2) Insufficient Information
As of the date of publication of this white paper, FC is still in the development stage, and its philosophy, consensus mechanism, algorithm, code and other technical details and parameters may be frequently updated and changed. Although this white paper contains the latest key information about FC, it is not absolutely complete and will be adjusted and updated from time to time by the FC Foundation for specific purposes. The FC Foundation is unable and has no obligation to inform participants of every detail of FC development (including its progress and expected milestones, whether delayed or not), and therefore does not necessarily provide buyers with timely and sufficient access to information generated from time to time during FC development. Insufficient information disclosure is inevitable and reasonable.
(3) Regulatory Measures
Crypto tokens are being or may be regulated by the competent authorities of various countries. The FC Foundation may receive inquiries, notifications, warnings, orders or rulings from one or more competent authorities from time to time, and may even be ordered to suspend or terminate any action regarding this support program, FC development or FCC Token. The development, marketing, publicity or other aspects of FC and this support program may be seriously affected, hindered or terminated. Since regulatory policies may change at any time, the existing regulatory approval or tolerance for FC or this support program in any country may only be temporary. In different countries, FCC Tokens may be defined as virtual commodities, digital assets or even securities or currencies at any time. Therefore, in some countries, FCC Tokens may be prohibited from trading or holding according to local regulatory requirements. 
(4) Cryptography 
Cryptography is constantly evolving and cannot guarantee absolute security at any time. Advances in cryptography (such as code cracking) or technological advances (such as the invention of quantum computers) may pose risks to cryptography-based systems (including FCC). This may result in the theft, loss, disappearance, destruction or devaluation of FCC Tokens held by anyone. Within a reasonable scope, the FC Foundation will be prepared to take preventive or remedial measures, upgrade the underlying protocol of FC to cope with any progress in cryptography, and incorporate new reasonable security measures where appropriate. The future of cryptography and security innovation is unpredictable, and the FC Foundation will do its best to cater to the constant changes in the cryptography and security fields.
(5) Failure or abandonment of development
FC is still in the development stage and is not a finished product ready for release at any time. Due to the technical complexity of the FC system, the FC Foundation may face unpredictable and/or insurmountable difficulties from time to time. Therefore, the development of FC may fail or be abandoned at any time for any reason (for example, due to lack of funds). Failure or abandonment of development will result in the FCC TOKEN being unable to be delivered to any purchaser of this support program.
(6) Theft of crowdfunding funds
There may be attempts to steal the funds received by the FC Foundation from the public sale (including the portion converted into fiat currency). Such theft or theft attempts may affect the FC Foundation's ability to provide funds for FC development. Although the FC Foundation will adopt the most cutting-edge technical solutions to protect the security of crowdfunding funds, some cyber thefts are still difficult to completely prevent.
(7) Source code defects
No one can guarantee that the source code of FC is completely flawless. The code may have certain defects, errors, bugs and vulnerabilities, which may prevent users from using specific functions, expose user information or cause other problems. If such defects do exist, it will damage the availability, stability and/or security of FC and thus have a negative impact on the value of FCC TOKEN. The public source code is based on transparency to promote community-based identification and problem solving of the code. The FC Foundation will work closely with the FC community to continuously improve, optimize and perfect the source code of FC in the future.
(8) Permissionless, distributed and autonomous ledger
In contemporary blockchain projects, there are three popular types of distributed ledgers, namely: permissionless ledgers, consortium ledgers and private ledgers. The distributed ledger at the bottom of FC is permissionless, which means that it can be freely accessed and used by everyone without access restrictions. Although FC was initially developed by the FC Foundation, it is not owned, operated or controlled by the FC Foundation. The spontaneously formed FC community is completely open, decentralized, and has no entry barriers. It is composed of users, fans, developers, FCC token holders, and other participants from around the world, most of whom have no relationship with the FC Foundation. In terms of the maintenance, governance, and even evolution of FC, the community will be decentralized and autonomous. The FC Foundation is merely an active member of the community with equal status as others, and has no supreme or arbitrary power, even if it has previously made efforts and contributions to the birth of FC. Therefore, after the release of FC, how it is governed and even how it evolves will not be controlled by the FC Foundation. 
(9) Source code upgrade 
The source code of FC is open source and may be upgraded, revised, modified, or changed from time to time by any member of the FC community. No one can predict or guarantee the exact results of an upgrade, revision, modification, or change. Therefore, any upgrade, revision, modification, or change may lead to unpredictable or unexpected results, thereby significantly adversely affecting the operation of FC and the value of FCC tokens. 
(10) Security weaknesses
The FC blockchain is based on open source software and is a distributed ledger without permission. Although the FC Foundation strives to maintain the security of the FC system, anyone may intentionally or unintentionally introduce weaknesses or defects into the core infrastructure elements of FC, and the FC Foundation cannot prevent or compensate for these weaknesses or defects through the security measures it adopts. This may ultimately lead to the loss of participants' FCC TOKEN or other digital tokens.
(11) "Distributed Denial of Service" Attacks
The FC public chain is designed to be a public and unauthorized ledger. Therefore, the FC public chain may be subject to "distributed denial of service" network attacks from time to time. Such attacks will cause the FC system to suffer negative impacts, stagnation or paralysis, and thus cause transactions on it to be delayed in being written or recorded in the blocks of the FC public chain, or even temporarily unable to be executed.
(12) Insufficient processing power
The rapid development of FC will be accompanied by a sharp increase in transaction volume and the demand for processing power. If the demand for processing power exceeds the load that the FC public chain network nodes can provide, the FC network may be paralyzed and/or stagnant, and fraudulent or erroneous transactions such as "double spending" may occur. In the worst case, any FCC TOKEN held by anyone may be lost, and the FC public chain may be rolled back or even a hard fork may be triggered. The aftermath of these events will damage the usability, stability and security of FC and the value of FCC TOKEN.
(13) Unauthorized claiming of FCC TOKEN for sale
Any person who obtains access to the purchaser's registered email address or registered account by decrypting or cracking the FCC TOKEN purchaser's password will be able to maliciously obtain the FCC TOKEN for sale purchased by the FCC TOKEN purchaser. Accordingly, the FCC TOKEN for sale purchased by the purchaser may be mistakenly sent to any person who claims the FCC TOKEN through the purchaser's registered email address or registered account, and such sending is irrevocable and irreversible. Each FCC TOKEN purchaser should take measures such as the following to properly maintain the security of its registered email address or registered account: (i) use a high-security password; (ii) do not open or reply to any fraudulent emails; and (iii) strictly keep its confidential or personal information confidential.
(14) FCC TOKEN Wallet Private Key
The loss or destruction of the private key required to obtain FCC TOKEN is irreversible. FCC TOKEN can only be controlled by possessing a unique public key and private key through a local or online FCC TOKEN wallet. Each purchaser should properly keep their FCC TOKEN wallet private key. If such private key of the FCC TOKEN purchaser is lost, leaked, damaged or stolen, the FC Foundation or any other person will not be able to help the purchaser obtain or retrieve the relevant FCC TOKEN.
(15) Inflation
The number of FCC TOKENs may increase due to the adoption of FC source code patches or upgrades (which will be decided by the FC community rather than the FC Foundation). The resulting inflation in the supply of FCC TOKEN may cause the market price to fall, and FCC TOKEN holders (including purchasers) may suffer financial losses. FCC TOKEN purchasers or holders are not guaranteed to receive compensation or any form of compensation due to FCC TOKEN inflation. 
(16) Popularity
The value of FCC TOKEN depends largely on the popularity of the FC platform. FC is not expected to become popular, prevalent, or widely used in a short period of time after its issuance. In the worst case, FC may even be marginalized for a long time and only attract a small number of users. In contrast, a large part of the demand for FCC TOKEN may be speculative in nature. The lack of users may lead to increased volatility in the market price of FCC TOKEN, thereby affecting the long-term development of FC. When such price fluctuations occur, the FC Foundation will not (and has no responsibility to) stabilize or influence the market price of FCC TOKEN.
(17) Liquidity
FCC TOKEN is neither a currency issued by any individual, entity, central bank or national, supranational or quasi-national organization, nor is it backed by any hard assets or other credit. The circulation and trading of FCC TOKEN in the market is not the responsibility or pursuit of the FC Foundation. The trading of FCC TOKEN is based solely on the consensus reached by relevant market participants on its value. No person is obligated to redeem or purchase any FCC Token from an FCC Token holder, nor can anyone guarantee the liquidity or market price of FCC Token at any time to any extent. If an FCC Token holder wishes to transfer an FCC Token, the FCC Token holder must find one or more buyers who are willing to purchase at a mutually agreed price. This process may be costly, time-consuming, and ultimately unsuccessful. In addition, there may be no crypto token exchanges or other markets that list FCC Tokens for public trading.
(18) Price Fluctuations
If traded on the open market, crypto tokens typically experience significant price fluctuations. Short-term price fluctuations often occur. The price may be denominated in Bitcoin, Ethereum, US dollars, or other fiat currencies. Such price fluctuations may be caused by market forces (including speculation), regulatory policy changes, technological innovations, the availability of exchanges, and other objective factors, and such fluctuations also reflect changes in the balance of supply and demand.
Regardless of whether there is a secondary market for FCC Token transactions, the FC Foundation is not responsible for any secondary market FCC Token transactions. Therefore, the FC Foundation has no obligation to stabilize the price fluctuations of FCC TOKEN and is not concerned about this. The risks involved in the trading price of FCC TOKEN must be borne by FCC TOKEN traders. 
(19) Competition 
The underlying protocol of FC is based on open source computer software. No one claims copyright or other intellectual property rights to the source code. Therefore, anyone can legally copy, reproduce, remake, design, modify, upgrade, improve, recode, reprogram or otherwise use the source code and/or underlying protocol of FC in an attempt to develop a competitive protocol, software, system, virtual platform, virtual machine or smart contract to compete with FC, or even surpass or replace FC. The FC Foundation has no control over this. In addition, there are and will be many competitive blockchain-based platforms that will compete with FC. Under no circumstances can the FC Foundation eliminate, prevent, limit or reduce such competitive efforts to compete with or replace FC.
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